
 

ATTACHMENT A 
CONTRACTOR SUPPLEMENTAL PRICELIST INFORMATION AND TERMS 

 
LOOKINGGLASS CYBER SOLUTIONS, INC. 

 
LOOKINGGLASS CYBER SOLUTIONS, INC. LICENSE, WARRANTY AND SUPPORT TERMS 

 
1. DEFINITIONS.  Certain capitalized terms, if not otherwise defined on herein shall have the meanings set forth below in this 
Section 1. 

 
1.1. “Appliance” shall mean, collectively, the Computer Equipment, the Licensed Software, and any third party software 

and any patches, updates, improvements, additions and other modifications or revised versions that may be provided by 
Lookingglass from time to time ordered and paid for by Ordering Activity pursuant to an Order Form. 

 
1.2. “Computer Equipment” means Lookingglass’ network information management hardware equipment, including the 

various hardware components that comprise such equipment.  
 
1.3. “Confidential Information” means any material or information relating to a Party’s research, development, 

products, product plans, services, customers, customer lists, markets, software, developments, inventions, processes, formulas, 
technologies, designs, drawings, marketing, finances, or other business information or trade secrets that such disclosing Party treats 
as proprietary or confidential.  Without limiting the foregoing, the software and any databases (including any data models, structures, 
non-customer specific data and aggregated statistical data contained therein) of Lookingglass shall constitute Confidential 
Information of Lookingglass. 

 
1.4. “Customer Content” means the data, media and content (structured and unstructured) generated, collected or 

recorded by the Ordering Activity or by any supplier or licensor to Ordering Activity that is uploaded, stored, analyzed and made 
available to and through the Licensed Software.   

 
1.5. “Data” shall mean Lookingglass’  commercially available proprietary analysis and information and third party 

information regarding the characteristics of certain security threats and vulnerabilities, data and analysis of malicious software and 
executables that is periodically provided to Lookingglass customers and the Ordering Activity through a Data Service Subscription 
pursuant to the terms of this Attachment A.  

 
1.6. “Data Service Subscription” shall mean Lookingglass’ service that Lookingglass customers may purchase 

through an Order Form, whereby the Data is delivered to the Appliance(s) at Ordering Activity’s site for use by Ordering Activity.   
 
1.7. Documentation” shall mean Lookingglass’ standard user manuals and/or related documentation generally made 

available to Ordering Activities of the Licensed Software. 
 
1.8. “Effective Date” shall have the meaning set forth in Order Form placed with Contractor. 
 
1.9. “Initial Term” shall have the meaning given such term in Section 8.1. 
 
1.10. “Installation Services” shall have the meaning given such term in Section 6.2. 
 
1.11. “Intellectual Property Rights” shall have the meaning given such term in Section 4. 
 
1.12. “Licensed Products” shall mean, collectively, the Licensed Software, Data and the Documentation. 
 
1.13. “Licensed Software” shall mean, collectively, the executable, object code version(s) of Lookingglass’ proprietary 

software, procedures, rules or routines, including Upgrades and updates that are furnished or developed under this Attachment A or 
the Maintenance Services, excluding any third party applications, that is included on an Appliance.  

 
1.14. “Maintenance and Support Services” shall mean the services described in Section 6.1 and Exhibit B. 
  
 
1.15. “Professional Services” shall have the meaning given such term in Section 6.3. 
 
1.16. “Term” means the period during which  the Order Form remains in force and effect in accordance with Section 8.1. 
 
1.17. “Training Services” shall have the meaning given such term in Section 6.4. 
 
1.18. “Updates” means a new issuance of any Licensed Software that provides: (i) minor improvements to existing 

features; and/or (ii) minor additions in functionality compared to the previous issuance; and/or (iii) bug fixes, corrections, patches, or 
work-arounds.  An Update shall be identified by the numeral change to the right of the first decimal point (e.g. a change from version 
1.5 to 1.6 or from 1.4.1 to 1.4.2). 

 
1.19. “Warranty Period” shall have the meaning given such term in Section 7.1. 

 
2. PURCHASE OF APPLIANCE. 



 

 
2.1. Purchase of Appliance.  During the Term, Ordering Activity may purchase, and Contractor  agrees to sell, the 

Appliance pursuant to one or more standard Order Forms, provided, however, that Ordering Activity’s rights in, and the use of, any 
Licensed Software, installed on such Appliance, shall be governed by the license grant and restrictions contained in Section 3. 

 
2.2. Order Forms.  During the Term, Ordering Activity may order the Appliance, Data Service Subscription and/or the 

Maintenance and Support Services by submitting an executed Order Form.   
 
3. SOFTWARE & DATA LICENSE. 

 
3.1. Software License.  Subject to the terms and conditions of this Attachment A, Contractor hereby grants to Ordering 

Activity a limited, non-exclusive, non-transferable, non-sublicenseable, perpetual license (“Lookingglass License”) to use the 
Licensed Products for Ordering Activity’s internal use.  Ordering Activity may use the Licensed Software embedded on an Appliance 
only with the Appliance for which the Licensed Software is provided and registered for use.     If any Licensed Software is provided 
on separate media, Ordering Activity may (i) only use it in accordance with the terms set forth in this Attachment A and (ii) make a 
reasonable number of copies solely for internal backup purposes.        

 
3.2. Data License.  During the Term and subject to the terms and conditions of this Attachment A, Ordering Activity may 

purchase a Data Service Subscription from Contractor for use with the Appliance.  Upon payment of applicable GSA fees by 
Ordering Activity, Contractor hereby grants to Ordering Activity a non-transferable, non- sub-licensable, non-exclusive license to 
download, install and use the Data on the Appliance(s) only for internal Ordering Activity purposes.   Ordering Activity may install 
and use only a single copy of the Data on a single Appliance.   
 
4. OWNERSHIP.   

 
4.1. Appliances and Licensed Products. Ordering Activity acknowledges that Lookingglass and its licensors own all right, 

title, and interest, including all patent, copyright, trade secret, trademark, moral rights, mask work rights, and other intellectual 
property rights (“Intellectual Property Rights”) in and to the Appliances and the Licensed Products (including all components 
thereof), and Lookingglass expressly reserves all rights not expressly granted to Ordering Activity in this Attachment A.  Ordering 
Activity shall not engage in any act or omission that would impair Lookingglass’ and/or its licensors’ Intellectual Property Rights in 
the Licensed Products and any other materials, information, processes or subject matter proprietary to Lookingglass.  Raw data 
shall not be redistributed, republished, or posted for others not a party to this Attachment A to view, use, or otherwise manipulate. 

 
4.2. Customer Content. Contractor through Lookingglass acknowledges that, as between the Ordering Activity and 

Lookingglass, Ordering Activity owns all Intellectual Property Rights in and to the Customer Content.  Ordering Activity agrees that 
Lookingglass may copy, store, process, analyze and display such Customer Content through the Licensed Software and hereby 
grants to Lookingglass a non-exclusive, non-transferable right and license to use the Customer Content during the Term for the 
limited purposes of performing Lookingglass’ obligations under this Attachment A, solely as authorized hereunder, and to collect and 
use any such data, in non-user specific and aggregated statistical form, for the development and maintenance of its products and 
services and for Lookingglass’ other business purposes.  Ordering Activity hereby represents and warrants that it has sufficient right 
to grant Lookingglass access to and use of the Customer Content, solely as authorized in accordance with the terms of this 
Attachment A. Ordering Activity shall be solely responsible for, and assumes the risk of, any problems resulting from, the content, 
accuracy, completeness, consistency integrity, legality, reliability, and appropriateness of all Customer Content.  Lookingglass shall 
not be responsible or liable for the deletion, correction, destruction, damage, loss or failure to store any Customer Content. 
 
5. GENERAL USAGE RESTRICTIONS.  

 
5.1. Prohibited Uses.  Ordering Activity will not use the Appliances or the Licensed Products for any purposes beyond the 

scope of the licenses granted in this Attachment A.  Without limiting the generality of the foregoing, Ordering Activity will not: (i) 
authorize or permit use of the Licensed Products by persons; (ii) distribute any copies of the Licensed Products; (iii) assign, 
sublicense, sell, lease or otherwise transfer or convey, or pledge as security or otherwise encumber, Ordering Activity’s rights under 
the licenses granted in Section 3; (iv) modify or create any derivative works of the Licensed Products (or any component thereof), 
except with the prior written consent of Contractor through Lookingglass; or (v) decompile, disassemble, reverse engineer or 
otherwise attempt to obtain or perceive the source code from which any component of the Licensed Products are compiled or 
interpreted, and Ordering Activity hereby acknowledges that nothing in this Attachment A shall be construed to grant Ordering 
Activity any right to obtain or use such source code.  

 
5.2. Proprietary Notices.  Ordering Activity shall duplicate all proprietary notices and legends of Lookingglass and its 

suppliers or licensors upon any and all copies of the Appliances and the Licensed Products made by Ordering Activity. Ordering 
Activity shall not remove, alter or obscure any Lookingglass proprietary notice or legend. 
 
6. MAINTENANCE AND SUPPORT; OTHER SERVICES. 

 
6.1. Maintenance and Support Terms and Conditions.  Pursuant to an Order Form, the Ordering Activity may purchase 

Lookingglass’ Maintenance and Support Services by paying Contractor the then-applicable annual maintenance and support GSA 
fee.  The terms and conditions that govern the Maintenance and Support Services as provided by Contractor through Lookingglass 
are attached hereto as Exhibit B.    Any Updates provided to Ordering Activity pursuant to the Maintenance and Support Services 
shall be deemed part of the Licensed Software and shall be licensed under the terms and conditions of the grant of License in 
Section 3 above. 

 



 

6.2. Installation Services.  Pursuant to an Order Form, the Ordering Activity may purchase Lookingglass’ installation 
services, either on-sight or remotely, for the Appliance (“Installation Services”). 

 
6.3. Professional Services.  Pursuant to an Order Form, the Ordering Activity may purchase Lookingglass’ professional 

services under which support shall be provided to Ordering Activity by Contractor through Lookingglass (“Professional Services”). 
 
6.4. Training Services.  Pursuant to an Order Form, the Ordering Activity may purchase Lookingglass’ training services 

(“Training Services”), under which a representative of Lookingglass shall be present at Ordering Activity’s designated location to 
provide training services on the operation of the Appliance(s) to the Ordering Activity. 
 
7. WARRANTIES AND LIMITATIONS. 

 
7.1. Limited Lookingglass Warranties.  Contractor hereby warrants, for the benefit of Ordering Activity only, that the 

unmodified Appliances and Licensed Software will conform in all material respects to the specifications within the Documentation for 
a period of ninety (90) days after the delivery date (“Warranty Period”), provided that such warranty will not apply to failures to 
conform to the specifications to the extent such failures arise, in whole or in part, from: (i) any use of the Appliances or the Licensed 
Software other than in accordance with the Documentation; (ii) modification of the Appliances or the Licensed Software by Ordering 
Activity or any third party; or (iii) any combination of the Appliances and the Licensed Softwares with software, hardware or other 
technology not provided by Contractor through Lookingglass under this Attachment A.  Contractor further warrants that the media on 
which the Licensed Products are delivered to Ordering Activity will be free of material defects for Warranty Period.  During the 
Warranty Period, Contractor will replace the Appliances, Licensed Software, and media, free of charge to Ordering Activity, provided 
Ordering Activity promptly notifies Contractor of such defect and returns the Products to Contractor.  

 
7.2. ORDERING ACTIVITY ACKNOWLEDGES AND AGREES THAT DATA AND INFORMATION PROVIDED MAY BE 

UNEVALUATED AND UNVERIFIED, AND SHALL NOT CONSTITUTE ANY REPRESENTATION OR WARRANTY.  ORDERING 
ACTIVITY ACKNOWLEDGES AND AGREES THEY MUST USE ITS OWN JUDGMENT IN ASSESSING THE NATURE AND 
ACCURACY OF THE DATA AND INFORMATION PROVIDED. 

 
7.3. No Other Warranties.  EXCEPT AS EXPRESSLY WARRANTED IN SECTION 7.1 OF THIS ATTACHMENT A, THE 

APPLIANCES AND THE LICENSED PRODUCTS, AND ANY OTHER MATERIALS, SOFTWARE, DATA AND/OR SERVICES 
PROVIDED BY CONTRACTOR ARE PROVIDED “AS IS” AND “WITH ALL FAULTS,” AND CONTRACTOR EXPRESSLY 
DISCLAIMS ALL OTHER WARRANTIES OF ANY KIND OR NATURE, WHETHER EXPRESS, IMPLIED OR STATUTORY, 
INCLUDING, BUT NOT LIMITED TO, ANY WARRANTIES OF OPERABILITY, CONDITION, TITLE, NON-INFRINGEMENT, NON-
INTERFERENCE, QUIET ENJOYMENT, VALUE, ACCURACY OF DATA, OR QUALITY, AS WELL AS ANY WARRANTIES OF 
MERCHANTABILITY, SYSTEM INTEGRATION, WORKMANSHIP, SUITABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR 
THE ABSENCE OF ANY DEFECTS THEREIN, WHETHER LATENT OR PATENT.  ORDERING ACTIVITY IS RESPONSIBLE FOR 
IMPLEMENTING APPROPRIATE PROCEDURES TO MAKE ONSITE BACK-UP COPIES OF ORDERING ACTIVITY’S PROGRAM 
FILES AND DATA FILES TO MINIMIZE ANY DAMAGE THAT MIGHT ARISE FROM AN ERROR OR DEFECT IN THE 
APPLIANCES OR THE LICENSED PRODUCTS.  NO WARRANTY IS MADE BY CONTRACTOR ON THE BASIS OF TRADE 
USAGE, COURSE OF DEALING OR COURSE OF TRADE.  CONTRACTOR DOES NOT WARRANT THAT THE APPLIANCES 
OR THE LICENSED PRODUCTS OR ANY OTHER INFORMATION, MATERIALS, TECHNOLOGY OR SERVICES PROVIDED 
UNDER THIS ATTACHMENT A WILL MEET ORDERING ACTIVITY’S REQUIREMENTS OR THAT THE OPERATION THEREOF 
WILL BE UNINTERRUPTED OR ERROR-FREE, OR THAT ALL ERRORS WILL BE CORRECTED.  ORDERING ACTIVITY 
ACKNOWLEDGES THAT CONTRACTOR’S OBLIGATIONS UNDER THIS ATTACHMENT A ARE FOR THE BENEFIT OF 
ORDERING ACTIVITY ONLY. 
 
8. MISCELLANEOUS. 

 
8.1. U.S. Government End-Users.  Each of the components that constitute the Licensed Software is a “commercial item” as 

that term is defined at 48 C.F.R. 2.101, consisting of “commercial computer software” and/or “commercial computer software 
documentation” as such terms are used in 48 C.F.R. 12.212.  Consistent with 48 C.F.R. 12.212 and 48 C.F.R. 227.7202-1 through 
227.7202-4, all U.S. Government end users acquire the Licensed Software with only those rights set forth herein. 
 
EXHIBIT B 
MAINTENANCE AND SUPPORT SERVICES TERMS AND CONDITIONS 

 
1. Definitions.  

 
a. “Error” means any reproducible failure of the Software to perform any material function set forth in the 

accompanying documentation.  
  

b. “New Release” means a new release of the Software issued by Lookingglass provided for the purpose of 
materially enhancing the functionality or performance of the Software.  New Release shall be identified by 
the numeral to the left of the first decimal point (e.g. a change from version 1.1 to 2.0). 

 
c. “Maintenance Release ” means a bug fix or minor enhancement to the Software, which is identified by the 

numeral to the right of the first decimal point in the Software (e.g., a change from version 1.1 to 1.2). 
 

d. “Maintenance and Support Services” means that (a) Contractor through Lookingglass shall provide Ordering 
Activity with all Maintenance Releases released during the term for which Maintenance and Support 



 

Services fees have been paid; (b) Contractor through Lookingglass shall answer questions from Ordering 
Activity regarding the operation of the Software via telephone and e mail, according to the escalation 
procedures set forth below; and (c) Contractor through Lookingglass shall use commercially reasonable 
efforts to correct any Errors in the Software reported by Ordering Activity and confirmed by Lookingglass in 
accordance with the priority level assigned to the Error by Lookingglass, as described in the escalation 
procedures set forth below.  

 
2. Ordering Activity Obligations. 

 
a. Ordering Activity shall furnish descriptions and machine readable examples of Errors in the form requested by 

Lookingglass technical support personnel.  Ordering Activity shall also assist Lookingglass’ efforts to 
duplicate any Errors or problems reported by Ordering Activity. 
 

b. Contractor through Lookingglass reserves the right to limit the number of individuals who are authorized to 
make requests for Maintenance and Support Services, and requests Ordering Activity to designate two (2) 
initial primary contacts.  Such technical support contacts must be knowledgeable in the use of the Software 
and the Ordering Activity’s operating environment.  Ordering Activity agrees to notify Lookingglass of any 
changes in primary support contacts within a reasonable time period.   

 
3. Help Desk; Escalation Procedures.   

 
a. Contractor through Lookingglass shall provide the following support:  answering of telephone calls placed to the 

customer support telephone number 888-SCOUT93 (726-8893), and e-mail support at 
support@lgscout.com.  Lookingglass shall use commercially reasonable efforts to provide such support 
from 9 a.m. to 5 p.m. in each Continental United States Time Zone, excluding Alaska, Monday through 
Friday excluding U.S. holidays.   Errors may be reported any time.   
 

b. Contractor through Lookingglass shall respond to Errors in accordance with the priority level indicated in the 
chart below, which priority level shall be determined by Lookingglass. 

 

Priority Definition 
Target Response  
for Initial Requests* Actions 

Priority 1 Error that renders the 
Software inoperative or 
causes the Software to 
fail catastrophically 

Within 4 business hours Lookingglass shall promptly initiate the following 
procedures upon confirmation of the Error by 
Lookingglass:  (1) assign a senior technical support 
manager to correct the Error; (2) notify senior 
Lookingglass management that a Priority 1 defect has 
been reported and that steps are being taken to correct 
the defect; (3) provide Ordering Activity with periodic 
reports on the status of the resolution; (4) commence 
work to provide Ordering Activity with a workaround or 
fix. 

Priority 2 Error that materially 
restricts Ordering 
Activity’s use of the 
Software 

Within 1 business day Lookingglass shall (1) assign technical support to 
correct the Error; (2) provide Ordering Activity with 
periodic reports on the status of the resolution; and 
(3) commence work to provide Ordering Activity with a 
workaround or fix. 

Priority 3 Error that causes only a 
minor impact on Ordering 
Activity’s use of the 
Software and/or a defect 
for which a workaround is 
available. 

Within 2 business days Lookingglass shall (1) assign technical support to 
correct the Error; (2) provide Ordering Activity with 
periodic reports on the status of the resolution; and 
(3) commence work to provide Ordering Activity with a 
workaround or fix. 

Priority 4 A cosmetic or 
documentation Error that 
does not impact use of 
the Software  

Within 2 business days Lookingglass shall (1) assign technical support to 
correct the Error; (2) provide Ordering Activity with 
periodic reports on the status of the resolution; and 
(3) commence work to provide Ordering Activity with a 
workaround or fix. 

 
* Target response time for support requests by e-mail or other on-line facility is within one (1) business day. 

c. The response times set forth in the chart above are target response times only.  Lookingglass’ sole obligation is 
to use commercially reasonable efforts to respond to Errors within such time frames, not to have resolved 
them. 
 

4. Exclusions and Limitations. Lookingglass shall have no obligation to support: 
 

a. Altered, damaged or modified Software; 
 

b. Software that is not the current release or the most recent previous release; 
 



 

c. Errors or other software problems caused by Ordering Activity’s negligence, changes made by any party other 
than Lookingglass, hardware malfunction, and/or other causes beyond the reasonable control of 
Lookingglass; 
 

d. Software installed in an operating or hardware environment not supported by Lookingglass. 
 

5. Maintenance Releases.  Contractor through Lookingglass’ obligations to provide Maintenance Releases shall only 
require Lookingglass to supply such releases as soon as reasonably possible after such releases become generally 
available.  This Maintenance and Support Services Exhibit shall not be construed to obligate Lookingglass to provide 
Maintenance Releases to Ordering Activity on any specific timetable.   


